File Transfer Protocol over SSL

FTP/SSL

This method is sometimes referred as FTP over SSL or FTPS. Conventional port number used
for this protocol is 990. However, SCO has a proxy server as a front end to its mainframe,
allowing the clients to connect to it. Clients are expected to use port 21 and ephemeral ports
50200 through 50299 as transitory data ports. The IPs which need to be open for Firewall traffic
are: 134.186.248.66 (www?2.sco.ca.gov) and 134.187.53.1.

* FTP command port 21 access to/from www2.sco.ca.gov, IP 134.186.248.66
» Data transfers using ports 50200-50299 of SCO mainframe, IP 134.187.53.1

SCO supports Core FTP Lite, FileZilla, WS-FTP Professional, and Reflection FTP Client. All
four of them provide FTP/SSL. We are recommending Filezilla for the SCO Payroll Deduction
Reporting process and the following instructions are for using Filezilla. Additional
documentation for Core-FTP, WS-FTP and Attachmate Reflection can be provided upon request.

You can download Open Source FileZilla at http://filezilla-project.org/download.php

Setup

Choose the components to install

& FileZilla Client 3.0.11 Setup -0 x|

Choose Components
Chioose which Features of FileZila Client 3.0.11 wou want ko install, E

Check the components you want ko install and uncheck the components wou don't want ko
inskall, Click Mexk bo continue,

................................... — DESEFIFItIEII‘l

Select components ko inskall: kFil=7illa Client
RECE "I":" Pasition your mause
Language files aver & camponent ba
Shell Extension see its description,

Deskkop Icon

Space required: 11.6MB

rullsoft Install System w2, 35, 1-Unicade

< Back I Flext = I Cancel



http://filezilla-project.org/download.php

Configuration

After starting up Filezilla go to Transfer, Transfer Type and choose the type (for most users it
will be ASCII).

Next go to File, Site Manager, you will see a Site Manager popup.

Please set up a site to connect to the proxy as shown in the screen print.
Configure as follows:

New Site : name it to anything you’d like

Host: www?2.sco.ca.gov

Port: 21

Connection: FTPES — FTP over explicit TLS/SSL

Logontype: Ask for password

User: Use the SCO mainframe user ID (provided in the email sent to you)
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Go to Advanced Tab

Servertype: MVS, 0S/390, z/OS

Default local directory: browse to the location you want to store your files

Default remote directory: ‘pd.sacs.ftp.d###.” where ### is the file assigned to you by SCO
(included in the email that included your user ID).
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Connect

Click on Connect button, and you will see a popup on Certificate Information as follows.

'PYIZS@www2.sco.ca.goy - FileZilla

il Unknown certificate

The server's certificate is unknown, Please carefully examine the certificate ko
make sure the server can be trusted.
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Details
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Public key algorithm: RSA with 1024 bits

Fingerprint {MDS):  0d:f1:2d:27:66:fd:96:62:5b:66:53:b7:60:93: de:bd
Fingerprink (SHA-1): 68:dS:e0:7F:1d:da:30:40:d2:c3:e9: 7F:64:b&: d9:8b: 1F:6e:4F: 27
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You can click on Always trust certificate in future session to avoid being prompted with this

each time you connect. Click OK.
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SCO Mainframe Password

Enter your mainframe Password when prompted.

I this is the first time you are using the user id, SCO security group has assigned you a
temporary password. You need to change the password by entering the following
combination without spaces and without quotes
currentpassword/newpassword/newpassword

In addition, FTP client software simply returns ‘530 password error’ when your password is
expired. When you suspect your password may have expired, try to change it by entering the
combination of current password new password mentioned above.

SCO mainframe password rules are

Passwords expire after 90 days

Password length must be EXACTLY 8 characters.

You can never reuse a password.

After 5 consecutive unsuccessful attempts, the user id will be revoked. You will need

to contact SCO Information Security group to get the id resumed (916-322-8094).

If the user id remains inactive 90 days, it will be revoked.

e For password syntax, a strong password is required which must include at least one
upper case letter, one lower case letter and a number.

e You may change your password at anytime.

File Transfer

Upon successful logon, you will see a screen with a list of the files in your mainframe home
directory. Your files will be named using a specific convention. The naming convention for
your files will be Month, File Designation Code, Reporting Frequency Indicator and Translation
Indicator.

The file name will consist of Month (three characters), followed by a file designation code (three
characters), followed by an "A" or a "B". The "A" indicates the file is a mid-month file (if your
organization receives reports on a semi-monthly basis). The "B" indicates the file is a month-end
file. The last character of the file name indicates whether the file is ASCii or EBCDIC
translation. ASCii translation files will be indicated by the character "P", while EBCDIC
translation files will be blank.

Sample file names are as follows:

JUL150A July Mid-Month report-EBCDIC
JUL150AP  July Mid-Month report-ASCii
JUL150B July Month-end report-EBCDIC
JUL150BP  July Month-end report-ASCii
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From here, you can click on the file you want to download and drag and drop to the target area,
double click it or right click on it and choose download.

Open File

Close Filezilla and go to the Default local directory that you setup in the configuration process.
You can open the file by double clicking it and choosing the program to open it with or opening
excel, go to file open, browse to the Default local directory, change Files of Type to ‘All Files
(*.*)” and then choosing the file name. This will take you through the wizard to format your
report.

File Characteristics

The State Controller's Office will generate two types of files for each organization,
EBCDIC formatted and ASCII formatted.

Please refer to the applicable deduction package at
http://www.sco.ca.gov/ppsd_dedinfo_participate payroll_deduct.html for file
descriptions and layouts.



http://www.sco.ca.gov/ppsd_dedinfo_participate_payroll_deduct.html

Common Errors

The most common errors are invalid login userid or password. If you cannot remember your
password or suspect it’s expired, please contact SCO Information Security Office at (916) 322-
8094

If you can connect and login to the system but cannot see the directory listing, you may have
problem receiving the data. Have your firewall admin confirm that the firewall is open to
134.187.53.1 and ports 50200 through 50299 are enabled.

For any problems related to the nature of the data file, contact the Deduction Program
Coordinator at (916) 322-7968 on Monday through Friday, 0800 through 1700.

For any problems related to the connection contact the SACS technical support at (916) 322-
0699 or (916) 322-8124. The California Office of the State Chief Information Office help desk
can also be contacted in order to troubleshoot connection problems at (916) 464-4311.



